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Phase 1: Information Security Summary
Phase 2: Behaviour Profiling
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Phase 1: Implementation of an Information
Security Summary System

Carbanak Case Study
Internal System Research

Creation of the Information Security Summary System
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Information Security Summary— Version 1.

Malicious Incoming Files Critical Authentication Issues
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Average Event Severity

ASB



Information Security Summary — Version 2.0

= Average Event Severity

GTI - Remote Shell Communication wi

Login - Successful Login after Multiple Faile...
Login - Successful Login to Local Host after...
34
Signature ID Count Total Event ... Avg_Severity Rule Message
47 : 75,0000

64,0000
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Phase 2: Recommend and Implement a
Behaviour Profiling Methodology

Literature Survey of Academic work

Validation of Methodology
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Phase 2: Recommend and Implement a
Behaviour Profiling Methodology

Literature Survey of Academic work

Validation of Methodology
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ASB Selection Criteria

Technology SIEM Custom Script

Possible

Potentially

possible

Not possible

Initial Profile Rule based Dynamic
Detection o . : :

) Hit/Miss Statistical Machine Learning
Technique
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ASB Selection Criteria

Possible
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Potentially

possible

Dataset Network
Not possible

Initial Profile Rule based Dynamic
DSiceilon Hit/Miss Statistical
Technique

/ ASB



Phase 2: Recommend and Implement a
Behaviour Profiling Methodology

Literature Survey of Academic work

Validation of Methodology
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User Group Definition

Executive Information |
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Phase 2: Recommend and Implement a
Behaviour Profiling Methodology
Demo

ELT Profiling System
Single User Profiling System
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Phase 2: Recommend and Implement a
Behaviour Profiling Methodology
Demo

ELT Profiling System
Single User Profiling System
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ELT Profiling System

Correlation Rules Hit Stacked By User @ = Average Event Severity of Corr. Rules
66 (100%)
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k Event Source Users = Event Source IPs = Event Summary = Average Source IP Severity
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Events Average Source User Severity
Bound to Correlation Rules Hit Stacked By User

Severity Rule Message Event Count  Source IP Destination IP  Protocol  Last Time Event Subtype
31 nfa 21:08:34  success
31 nfa 20:29:22  success
31 nfa 19:37:36  success
31 nfa 19:10:30  success
31 nfa 18:142:49  success

31 nfa 18:31:03  success

Details ' Advanced Details | Geolocation ' Description | Notes | Custom Types

Packet Format: [74 Auto get packet

Find text:




ELT Profiling System

Correlation Rules Hit Stacked By User
66 (100%)
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ELT Profiling System

Correlation Rules Hit Stacked By User @
66 (100%)

01:00 03:00 0s:00 07:00 09:00 11:00 s 15:00 17:00 19:00 21:00 23:00
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00:00:00 00:00:00

Event Source Users Event Source IPs = Event Summary

Bound to Correlation Rules Hit... Bound to Correlation Rules Hit... Bound to Correlation Rules Hit...
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Events
Bound to Correlation Rules Hit Stacked By User
Severity Rule Message Event Count  Source IP Destination IP  Protocol  Last Time Event Subtype
31 nfa 4 success
31 nfa : success
31 nfa g success
31 nfa : success
31 nfa B success

31 nfa 3 success

Details Advanced Details Geolocation Description Notes Custom Types Packet
Packet Format: Auto get packet

Find text:




ELT Profiling System

Average Event Severity of Corr. Rules
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LT Profiling System

Applications @
15,146 (100%)
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Phase 2: Recommend and Implement a
Behaviour Profiling Methodology
Demo

ELT Profiling System
Single User Profiling System
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Single User Profiling System

@ = Login1p's @ 5 All Events @ Total Events
1,187 (100%) Bound to Login Events Bound to Applications
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Details | Advanced Details ~Geolocation 'Description ~Notes = Custom Types = Packet

Rate: | -None-

First Time: Last Time: Duration:

Event Network Graph @ Applications @ Source IP: Dest. Ip: Protocol: Average Severity Count
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Bound to Applications
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Single User Profiling System

o Login IP's. =)
1,187 (100%) Bound to Login Events
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Single User Profiling System

Event Network Graph
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Single User Profiling System

All Events @
Bound to Applications

Severity Rule Message Event Count  Source IP Destination 1Pk

Details | Advanced Details ~Geolocation 'Description ~Notes = Custom Types = Packet

First Time Last Time: Duration:

Source IP: Dest. IP: Protocol: |

Source Port: Dest. Port: Event Subtyp:

Source MAC: Dest. MAC: VLAN
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ser Profiling System

Total Events

Rate: | -None-

Average Severity Count

Average Risk
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Final Thoughts/Conclusion

* Information Security Summary System is now live and being
actively used by the IS team.

» Behaviour Profiling system is in feedback loop and will be
adopted shortly.
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